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ABSTRACT
This paper presents a method for changeable cryptographic
key generation using face biometrics signal. A previously in-
troduced scheme,fuzzy vault, is utilized for secure binding of
randomly generated key with extracted biometrics features.
The major technical difficulty is to map noisy biometrics rep-
resentation to the exactly correct key. In this paper, the pro-
posed method is based on 2-dimensional quantization of dis-
tance vectors between biometrics features and pairs of ran-
dom vectors. A windowing process is applied to tolerate the
variations of biometrics signals. Further, we also introduce
a two-factor scheme, where the quantized distance vectors
are generated with user-dependent random vectors. By in-
tegrating a second factor, both the biometrics and the key are
changeable, and zero error rate can be obtained.

1. INTRODUCTION

Cryptography is an important technique in information secu-
rity and some related applications, particularly in encryption,
authentication, and access control. Traditional cryptographic
systems verify the authenticity of an individual based on the
possession of a cryptographic key. Due to the large length
and randomness of the key (e.g., 128-bit key for AES [1]), a
short password is usually used to encrypt the cryptographic
key. The user only needs to remember the short password to
retrieve the key. By using this method, the cryptographic key
has the same level of security as that of the password, which
can be forgotten and stolen [2].

Biometrics based authentication systems confirm an in-
dividual’s identity based on the physiological and/or behav-
ioral characteristics of the individual [3]. It has intrinsic ad-
vantages over password based methods. Biometrics based
method provides direct link between the service and actual
user. With biometrics, there is nothing to lose or forget, and it
is relatively difficult to circumvent [2]. Biometrics and cryp-
tography are two most prominent and complementary solu-
tions for user authentication, data integrity preservation, and
trustworthy verification. By combining biometrics with cryp-
tography, high level of security can be expected. Effective
combination of biometrics with cryptography will have sig-
nificant contribution to secure data exchange over Internet,
and reliable digital right management.

The major technical difficulty in the marriage of biomet-
rics with cryptography is due to the noisy nature of biometrics
signal and the exactly correct requirement of cryptographic
key. The capability of variation tolerance is of fundamental
importance in the design of biometrics based cryptographic
systems. Secondly, due to the limited number of biometric
traits that human possesses, it is desirable to have change-
able biometrics templates such that the users can have differ-
ent biometrics representations for various application. When
the biometrics template in one application is compromised, a
new biometrics templates can be issued. Thirdly, the crypto-
graphic key should also be changeable such that distinct keys
can be generated for different applications from the same bio-
metrics signal. Fourthly, biometrics signals reflects the user’s
physiological and/or behavioral characteristics.The user’s pri-
vacy may be revealed if the storage device is compromised.
The biometrics templates should be stored in a format such
that the user’s privacy is protected even the storage device is
compromised.

A few recent research proposals have been introduced to
link biometrics with cryptography, the majority of which fo-
cus on two biometrics modalities, fingerprints [4-6] and iris
[7]. Although many solutions have been suggested, the prob-
lem of mapping signals such as face images into unique and
robust cryptographic keys presents significant challenges. The
objective of this research is to develop a systematic frame-
work for effective combination of biometrics with cryptog-
raphy to generate changeable keys with privacy preservable
and changeable biometrics representation. In this paper, we
explore the use of a previously proposed scheme ,fuzzy vault
[8], for cryptographic key generation in a face based authenti-
cation scenario. Specifically, we introduce two schemes based
on user-independent and user-dependent mappings. The user-
independent method utilize the same set of parameters for all
users. The user-dependent method is a two factor scheme with
distinct parameters for different users. The experimentation
shows that the user-dependent scheme is capable of produc-
ing zero error rate and changeable biometrics representation.

The remainder of this paper is organized as follows. Sec-
tion 2 provides a brief review of related works. The details of
the proposed methods are presented in Section 3. In section
4, we present the experimental results. Section 5 provides
conclusion and future works.
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2. RELATED WORKS

A number of research works have been reported toward ef-
fective combination of biometrics with cryptography. Bodo
[9] first proposed to use the data derived from the biomet-
rics templates as the a cryptographic key directly in his Ger-
man patent. Chang et al [10] introduced a method to map the
extracted face features to bits, and the bit stream is used as
the cryptographic key. A major problem with their methods
[9][10] is that the biometrics data is usually subject to dras-
tic variation, and in general can not produce exactly the same
key. Further, neither the biometrics signal nor the key are
changeable. If the key is ever compromised, then this biomet-
rics signal is irrevocably lost.

An alternative solution is to randomly generate a crypto-
graphic key, and bind the key with the biometrics features in a
way such that neither the biometrics nor the key are revealed
even the stored templates are compromised. Juels and Watten-
berg [11] proposed a fuzzy commitment scheme to combine
the biometrics features with randomly generated keys through
a XOR operation. Error correction coding methods are used
to tolerance variations of biometrics features. Hao et al [7]
implemented a similar scheme in an iris recognition problem.
Jeuls et al and Hao et al’s methods provides rigorous security,
but it is not clear how to produce exactly the same number of
bits as the key from face images. Further, the effectiveness of
using error correction codes to tolerant large variations, e.g.,
face images, is yet to be studied.

The fuzzy commitment scheme requires correspondence
of features in terms of order. To overcome this problem, Juels
and Sudan [8] introduced the fuzzy vault scheme. The hard-
ness of this scheme is based on the difficulty of polynomial
reconstruction problem. During enrollment, a user selects a
polynomialf(x) and encode his cryptographic keyk into the
polynomial’s coefficients. The encoding ofk can be achieved
by dividing k into non-overlapping chunks and mapping to
the coefficients [12]. For a given set of featuresx ∈ <N , the
polynomialf (x) can then be evaluated at each elementxi and
store all pairs of{(xi, f(xi)), i = 1...N} as the genuine set
G. The user then generate a random set of chaff pairsC, and
merge with theG set to generate the final vault. The pairs
in C do not lie on the polynomial. Within the final vault, the
points are not known whether they belong to setG or C. At
verification, only when the biometrics representation of the
authenticator has substantial overlap with the enrolled user,
the pairs lying on the polynomial can be identified and the
key can be reconstructed. A few implementation works have
been reported in [4][5][6] based on fingerprints.

A common problem in the existing solutions is that the
key is changeable, but the biometrics signal is not. If the bio-
metrics signal of an individual is compromised, all the keys
generated using that biometrics signal will be compromised.
Also, except Feng et al’s work on iris, which in general has
small variation, the other works all produce high error rate.
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Fig. 1. General framework of proposed method

The fuzzy vault scheme offers attractive properties in terms
of security (proven information-theoretic secure [8]), change-
able key (generated randomly), and flexibility (working with
unordered set). It is a good candidate for biometrics based
cryptographic systems. In this paper, we report our imple-
mentation of fuzzy vault in a face verification problem. A
two factor scheme involves user dependent random mapping
is further introduced to address the changeability of biomet-
rics signal and verification accuracy issues.

3. PROPOSED METHODS

This section presents the proposed methods for face based
cryptographic key generation. Fig. 1 depicts the diagram-
matic representation of the proposed solution. A set of bio-
metrics features is first extracted from the user’s face images.
The extracted features are then quantized and mapped to bi-
nary representation for feature points matching. The pro-
duced binary features and the randomly generated key are
bound using the fuzzy vault scheme. During authentication,
the cryptographic key will be correctly retrieved if the pre-
sented authentication face features have substantial overlap
with the enrolled ones. The details of the proposed methods
are presented in this section.

3.1. Feature Extraction

In this paper, Principal Compoment Analysis (PCA) is adopted
as the feature extractor. PCA is an unsupervised learning
technique which provides an optimal, in the least mean square
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error sense, representation of the input in a lower dimensional
space. In the Eigenfaces method [13], given a training set
Z = {Zi}C

i=1, containingC classes with each classZi =
{zij}Ci

j=1 consisting of a number of face imageszij , a total of

N
′
=

∑C
i=1 Ci images, the PCA is applied to the training set

Z to find theN
′

eigenvectors of the covariance matrix,

Scov =
1

N ′

C∑

i=1

Ci∑

j=1

(zij − z̄)(zij − z̄)T (1)

wherez̄ = 1
N ′

∑C
i=1

∑Ci

j=1 zij is the average of the en-

semble. The Eigenfaces are the firstN(≤ N
′
) eigenvectors

corresponding to the largest eigenvalues, denoted asΨ. The
original image is transformed to the N-dimensional face space
by a linear mapping:

yij = ΨT (zij − z̄) (2)

where the basis vectorsΨ are orthonormal. The subse-
quent classification of face patterns can be performed in the
transformed face space.

3.2. Binary Mapping

Unlike fingerprints, where the coordinates of the minutiae
points can be used for feature matching, the extracted PCA
features are a set of real numbers, and generally exact match-
ing is impossible. One method is to perform the matching of
feature points based on closeness. However, it is not clear
how to define the closeness. In this paper, we propose a
method to produce binary representation of face features based
on 2-dimensional quantization of the distance vectors between
the extracted features and pairs of random vectors. The pro-
cedure of producing binary features is as follows:

1. Extract feature vectory ∈ <N from the biometrics data

2. Generate two random matrices of sizeN × M, D +
1 ≤ M ≤ N, whereD is the order of the polynomial
for fuzzy vault construction. Apply the Gram-Schmidt
method to transform them into orthornormal matrices
Q1 andQ2.

3. Generate two random vectorsr1 and r2, of lengthM,
the elements ofr1 andr2 are uniformly distributed in
[0 τ ], whereτ is a preset value.

4. ComputeR1i = Q1i · r1i and R2i = Q2i · r2i, i =
1......M, where the subscripti denotes theith column
vector in (Q1, Q2) andith element in (r1, r2).

5. Compute the Euclidean distance betweeny and each
column vectors inR1 andR2, d1i = ‖y − R1i‖2 and
d2i = ‖y− R2i‖2.

6. Quantized1i andd2i into 256 steps and map to binary
bit stringsb1i andb2i;

7. The final binary features are generated by concatenat-
ing the corresponding bits inb1i and b2i, i.e., bi =
[b1i|b2i], i = 1......M.

By using the proposed method, the N-dimensional face
features are mapped toM 16-bit binary features. The usage
of two distance vectors allows for projecting the binary fea-
tures onto a square tessellation of a 2-D image plane, where
b1i andb2i correspond to the coordinate along x and y axes
respectively. This will improve the accuracy of feature points
matching since the binary featurebi will match if and only
both b1i andb2i match. Due to the randomness ofR1 and
R2, the projection of a featurey onto the two axes are inde-
pendent. The orthogonization procedure in step 2 produces
uncorrelated binary strings along each direction. Step 3 and
4 produces orthogonal vectors of different norm. This will
facilitate the quantization and also spread the binary features
over the whole plane, therefore increase the difficulty for an
adversary to conduct brute-force attack.

3.3. Fuzzy Vault Encoding

Juels and Sudan [8] proposed to use Reed-Solomon (RS) codes
for error correction. However, it is not clear how to perform
RS decoding since the encoding algorithms of fuzzy vault is
not the same as RS coding, and therefore RS decoding can
not be applied to decode the vault [14]. In this paper, a similar
scheme as proposed in [5] is adopted for fuzzy vault encoding
and decoding. A 128-bit random bit stringk is first generated
using a random number generator. The bit stringk is the cryp-
tographic key that needs to be protected and linked with the
biometrics signal. To ensure correct recovery of the key from
the fuzzy vault,k is encoded using Cyclic Redundancy Check
(CRC). The CRC-16 polynomial,g(x) = x16 +x15 +x2 +1,
is used for CRC generation. By appending the 16-bit CRC to
the 128-bitk, a new 144-bit codekcrc is generated. Thiskcrc

is used for construction of the fuzzy vault.

A 8-order polynomial,f(x) = c8x
8+c7x

7+...+c1x+c0,
is selected for binding ofkcrc and the binary biometrics fea-
turesbi, i = 1...M. The 144-bitkcrc is truncated to 9 non-
overlapping 16-bit segments, and each of them are mapped to
the coefficientsc0 − c8. The order of the mapping should be
consistent for encoding and decoding of the vault. The poly-
nomial f(x) is then evaluated on each of the feature points
xi, wherexi is an integer number corresponds to the binary
featurebi. The generated pairs{(xi, f(xi)), i = 1...M} are
termed the genuine setG. Then we generate the chaff points
setC = {(aj , bj), j = 1...Nc}, whereNc À M, aj 6= xi,
and each pair does not lie on the polynomial, i.e.,bj 6= f(aj).
The final vault is constructed by taking the union of the two
set,G∪C, and pass through a scrambler so that it is not clear
which are the feature points and which are the chaff points,
{V = (µk, νk), k = 1...M + Nc}.
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3.4. Fuzzy Vault Decoding

The decoding of the fuzzy vault is based on polynomial re-
construction. An authenticator presents his binary biomet-
rics featuresb∗i , and search for the matchings in the fuzzy
vault V. To tolerate errors introduced due to the noisy na-
ture of biometrics signal, a windowing process is applied.
b∗i is divided into two 8-bit trunks corresponding to the x
and y direction of the 2-D image plane. All the fuzzy vault
points that falls into the±w window in the image plane are
treated as candidate points. All the candidate points are iden-
tified and together with their pair values in the vault form
a setS. Let K denotes the number of pairs inS, for the
reconstruct of a polynomial of degreeD, all possible com-
binations ofD + 1 points are identified, with a total num-
ber of

(
K

D+1

)
combinations. Each of the possible combina-

tions is used to recover the polynomial using Lagrange in-
terpolating technique. For example, given an identified com-
bination {(µ1, ν1), (µ2, ν2), ..., (µD+1, νD+1)}, the polyno-
mial can be reconstructed as:f(x) =

∑D+1
i=1 fi(x), where

fi(x) = νi

∏D+1
j=1,j 6=i

x−µj

µi−µj
[15]. The coefficients in the gen-

erated polynomial is mapped back and concatenated in the
same order as encoding to generate a 144-bit codek∗crc. To
check the correctness of the decoding,k∗crc is divided by the
CRC polynomialg(x). If the remainder is zero, then with
high probability(1 − 2−16) no error occurs [5]. The crypto-
graphic keyk can be retrieved by taking the first 128 bits of
k∗crc.

3.5. User-independentvsUser-dependent

The proposed method for cryptographic key generation can
be implemented in two different scenarios: user-independent
and user-dependent. In the user-independent scenario, all the
users use the same sets of random matrices (R1, R2), while
in the user-dependent scenario, each user is associated with a
distinct sets of (R1, R2). Due to the distance vectors are used
and quantized as the binary features, the spatial closeness of
features from genuine users can be approximately preserved.
For the user-independent scenario, the discriminant character-
istics of the binary features between different users depends
on the separability of the extracted face features in terms of
spatial distance.

For the user-dependent scenario, due to the randomness
of (R1, R2) for computing the distance vectors, the probabil-
ity of false matching will be very small. The evaluation can be
performed based on hypothesis testing:H0: the authenticator
is a genuine user;H1: the authenticator is an imposter. The
false accept rate (FAR) corresponds toP(H0|H1) and false re-
ject rate (FRR) corresponds toP(H1|H0). FAR and FRR are
related functions of system parameters (M andw in the pro-
posed system). Assume the genuine and imposter’s feature
points are randomly projected onto the 2-D plane, and there is
no overlap between the searching window of an imposter. For

the fuzzy vault with polynomial of degreeD = 8, the proba-
bility of having k ≥ 9 genuine points fall into the searching
window (size(2w + 1)2) of an imposter can be computed
asP(H0|H1) =

∑M
k=9 pk, wherepk =

(
M
k

)
pk(1 − p)M−k,

andp = k(2w+1)2

2562 . For example, ifM = 20, w = 2, then
P(H0|H1) = 1.08×10−17 ≈ 0. Therefore, by setting system
parameters such that FRR=0, zero error rate can be achieved.
This also explains the changeability of biometrics signal since
even the same biometrics features are presented, if (R1, R2)
are different, correct matching can not be obtained. Fig. 2
demonstrates the fuzzy vault matching in the projected 2-D
image plane. It can be observed that the genuine and imposter
points are very well separated in the user-dependent scenario.

4. EXPERIMENTAL RESULTS

To evaluate the performance of proposed methods, we con-
ducted our experiments on a well known public face databases
ORL [16]. The ORL database contains 400 face images from
40 subjects with 10 images each. For some subjects, the im-
ages were taken at different times, varying the lighting, facial
expressions, and facial details. All the images were taken
against a dark homogeneous background with the subjects
in an upright, frontal position (with tolerance for some side
movement).

In this paper, The evaluation is based on false accept rate
(FAR), false reject rate (FRR), and equal error rate (ERR),
which is defined as the operating points where FAR and FRR
are equal. The first 5 images of each subject is used as train-
ing set as well as the gallery set, and the rest as testing set.
All the images are transformed to the PCA domain and the
first 20 coefficients are used as face features. The mean of the
distance vectors of the gallery set of each person is used for
fuzzy vault encoding while the other images for decoding. An
empirical value ofτ = 200 is selected for generation of norm
spreading vectors (r1, r2). The experiments are performed on
M = 9 − 20 number of binary features, with searching win-
dow sizew = 1 − 5. To minimize the effect of randomness,
all the experiments were performed 5 times and the average
of the results are reported.

4.1. User-independent

In the user-independent scenario, all the users use a global
set of (R1, R2). Table 1 details the obtained EER with re-
spect to different number of binary featuresM and window
sizew. Fig. 3 depicts the receiver operating curve (ROC) as
a function ofM andw. It can be observed that as the win-
dow size increases, FAR increases and FRR decreases. This
is because the increase ofw will introduce imposter points
into the matching window. The same behavior presents as
the number of binary featuresM increase. The selected poly-
nomial require 9 matched points. If the number of available
points increase, the possibility of matching will increase.

1-4244-1549-7/07/$25.00 
©2007 IEEE 2007 Biometrics Symposium



0 50 100 150 200 250
0

50

100

150

200

250

User-independent: Genuine

 

 

Vault points

Genuine points

Chaff points

0 50 100 150 200 250
0

50

100

150

200

250

User-independent: Imposter

 

 

Vault points

Imposter points

Chaff points

0 50 100 150 200 250
0

50

100

150

200

250

User-dependent: Genuine

 

 

Vault points
Genuine points
Chaff points

0 50 100 150 200 250
0

50

100

150

200

250

User-dependent: Imposter

 

 

Vault points

Imposter points
Chaff points

0 50 100 150 200 250
0

50

100

150

200

250

User-independent: Genuine

 

 

Vault points

Genuine points

Chaff points

0 50 100 150 200 250
0

50

100

150

200

250

User-independent: Imposter

 

 

Vault points

Imposter points

Chaff points

0 50 100 150 200 250
0

50

100

150

200

250

User-dependent: Genuine

 

 

Vault points
Genuine points
Chaff points

0 50 100 150 200 250
0

50

100

150

200

250

User-dependent: Imposter

 

 

Vault points

Imposter points
Chaff points

Fig. 2. Demonstration of fuzzy vault matching
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w=
1 2 3 4 5

9 49 38.75 19.87 10.33 10.26
10 47 24.8 12.18 8.58 13.96
11 41.75 19.04 5.15 8.78 2.13
12 39.75 13.47 5.5 12.97 29.51

M= 13 38.26 10.87 7.83 15.62 32.47
14 35.76 11.06 7.3 23.79 36.11
15 33.5 6.99 10.72 28.44 38.08
16 30 5.08 11.71 32.14 43.61
17 24.01 5.65 16.01 37.13 44.31
18 24.81 5.42 16.55 36.06 45.94
19 20.52 3.94 21.67 40.32 46.63
20 18.58 5.53 20.97 43.28 48.28

Table 1. EER (%) obtained in the user-independent scenario
with differentM andw.

In our experiments, the best results obtained in terms of
EER is 3.94%, with FAR=7.38% and FRR=0.5%, atM = 19
and w = 2. For comparison purpose, we also performed
experiments using the same 20 PCA features in a verifica-
tion scenario. Euclidean distance is used as the metric, and
the classification is based on nearest neighbors. The experi-
ments produces an EER of 6.25%. It is clear that the proposed
method produces promising results.

4.2. User-dependent

In the user-dependent scenario, each user is associated with a
specific set of (R1, R2). These can be linked with a password
or stored in a token. Table 2 details the obtained EER with
respect to different number of binary featuresM and window
sizew. By properly settingM andw, the proposed two-factor
scheme is capable of producing zero EER.

There are two scenarios that need to be considered for a
two-factor scheme: stolen password (token), and stolen bio-
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w=
1 2 3 4 5

9 48.75 34.75 20.25 10 3.75
10 46.75 30.75 12.75 6 2
11 44.75 23.25 8.25 3.5 1.75
12 43.25 19.25 7.75 2.25 0

M= 13 40.25 14 5.5 2.25 0.25
14 37.25 12.5 4 0.25 0
15 35.25 11.25 2.5 0.75 0
16 33.25 9.25 2 0.5 0
17 30.25 9.25 2 0 0
18 29.75 7.5 1.25 0 0
19 30 6.75 0.75 0 0
20 25.5 5 0.5 0 0

Table 2. EER (%) obtained in the user-dependent scenario
with differentM andw.

metrics. The stolen password (token) scenario is essentially
the same as the user-independent case where the same set of
(R1, R2) are used. In the stolen biometrics scenario, due to
different sets of (R1, R2) are used, the mapped points in the 2-
D plane do not match the genuine points. Therefore even an
adversary steals a user’s biometrics, without presentation of
the correct (R1, R2), verification will be failed. We performed
experiments in the stolen biometrics scenario, where different
(R1, R2) are applied to biometrics signals of the same user. In
our experiments, FAR=0 is produced in allM andw settings.
This also accounts for the changeability of biometrics since
by changingM andw, the old biometrics representation can
not be used for successful authentication.

5. CONCLUSION

This paper introduced a systematic framework for address-
ing the challenging problem of generating changeable crypto-
graphic key from noisy face biometrics. The proposed method
utilize a previously introduced method,fuzzy vault, for se-
cure binding of biometrics features with randomly generated
cryptographic keys. To tolerate the variations of biometrics
signals, a method based on 2-D quantization of distance vec-
tors is proposed. Experimentation shows that the proposed
solution achieves promising results. Further, we also present
a two-factor scheme, where user-dependent external input is
integrated with biometrics features. This scheme provides
changeability for biometrics signals, and produces zero EER.

In this paper, we focus on face based cryptographic key
generation problem. However, the proposed solutions are gen-
eral and can also be applied to other biometrics molalities. A
major problem with the current fuzzy vault based scheme is
the computational complexity. In the future, we are going to
elaborate the proposed methods by introducing error correc-
tion techniques, and study new methods for fast and secure
binding of biometrics with cryptographic keys.
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