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ABSTRACT The major technical difficulty in the marriage of biomet-
This paper presents a method for changeable cryptographi€s with cryptography is due to the noisy nature of biometrics
key generation using face biometrics signal. A previously insignal and the exactly correct requirement of cryptographic
troduced schemduzzy vaultis utilized for secure binding of key. The capability of variation tolerance is of fundamental
randomly generated key with extracted biometrics featuregmportance in the design of biometrics based cryptographic
The major technical difficulty is to map noisy biometrics rep-systems. Secondly, due to the limited number of biometric
resentation to the exactly correct key. In this paper, the prdraits that human possesses, it is desirable to have change-
posed method is based on 2-dimensional quantization of digble biometrics templates such that the users can have differ-
tance vectors between biometrics features and pairs of raght biometrics representations for various application. When
dom vectors. A windowing process is applied to tolerate théhe biometrics template in one application is compromised, a
variations of biometrics signals. Further, we also introducée€w biometrics templates can be issued. Thirdly, the crypto-
a two-factor scheme, where the quantized distance vectoggaphic key should also be changeable such that distinct keys
are generated with user-dependent random vectors. By ian be generated for different applications from the same bio-
tegrating a second factor, both the biometrics and the key af8etrics signal. Fourthly, biometrics signals reflects the user’s

changeable, and zero error rate can be obtained. physiological and/or behavioral characteristics.The user’s pri-
vacy may be revealed if the storage device is compromised.
1. INTRODUCTION The biometrics templates should be stored in a format such

that the user’s privacy is protected even the storage device is

Cryptography is an important technique in information secuSompromised.
rity and some related applications, particularly in encryption, A few recent research proposals have been introduced to
authentication, and access control. Traditional cryptographiink biometrics with cryptography, the majority of which fo-
systems verify the authenticity of an individual based on the&us on two biometrics modalities, fingerprints [4-6] and iris
possession of a cryptographic key. Due to the large lengtl/]- Although many solutions have been suggested, the prob-
and randomness of the key (e.qg., 128-bit key for AES [1]), dem of mapping signals such as face images into unique and
short password is usually used to encrypt the cryptographig@bust cryptographic keys presents significant challenges. The
key. The user only needs to remember the short password @pjective of this research is to develop a systematic frame-
retrieve the key. By using this method, the cryptographic keyvork for effective combination of biometrics with cryptog-
has the same level of security as that of the password, whidi@phy to generate changeable keys with privacy preservable
can be forgotten and stolen [2]. and changeable biometrics representation. In this paper, we
Biometrics based authentication systems confirm an ineéxplore the use of a previously proposed schefogzy vault
dividual’s identity based on the physiological and/or behav{8], for cryptographic key generation in a face based authenti-
ioral characteristics of the individual [3]. It has intrinsic ad- cation scenario. Specifically, we introduce two schemes based
vantages over password based methods. Biometrics based user-independent and user-dependent mappings. The user-
method provides direct link between the service and actuandependent method utilize the same set of parameters for all
user. With biometrics, there is nothing to lose or forget, and it'sers. The user-dependent method is a two factor scheme with
is relatively difficult to circumvent [2]. Biometrics and cryp- distinct parameters for different users. The experimentation
tography are two most prominent and complementary solushows that the user-dependent scheme is capable of produc-
tions for user authentication, data integrity preservation, anthg zero error rate and changeable biometrics representation.
trustworthy verification. By combining biometrics with cryp- The remainder of this paper is organized as follows. Sec-
tography, high level of security can be expected. Effectivaion 2 provides a brief review of related works. The details of
combination of biometrics with cryptography will have sig- the proposed methods are presented in Section 3. In section
nificant contribution to secure data exchange over Internet, we present the experimental results. Section 5 provides
and reliable digital right management. conclusion and future works.
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2. RELATED WORKS Eolment. CRC
’ Keyk —i Encoding
A number of research works have been reported toward ef- ;l—/
fective combination of biometrics with cryptography. Bodo ” , 2
[9] first proposed to use the data derived from the biomet- #= & i_,[ EFea‘Ure ]_{ Binary ]_' Polynomial
. . . . . v Xtraction Mapping Construction
rics templates as the a cryptographic key directly in his Ger- I <4 \ J
man patent. Chang et al [10] introduced a method to map the p l \
extracted face features to bits, and the bit stream is used as Chaff Points _
the cryptographic key. A major problem with their methods [Generation]_' Scrambling
[9][10] is that the biometrics data is usually subject to dras- > | g
tic variation, and in general can not produce exactly the same
key. Further, neither the biometrics signal nor the key are Fuzzy
changeable. If the key is ever compromised, then this biomet- Authentication: Vault
rics signal is irrevocably lost. . I .
An alternative solution is to randomly generate a crypto- r& Feature Binary ]_' Candidate
graphic key, and bind the key with the biometrics featuresin a Sat Extraction Mapping Searching
way such that neither the biometrics nor the key are revealed e h l g
even the stored templates are compromised. Juels and Watten- _ 4 )
berg [11] proposed a fuzzy commitment scheme to combine Reég‘;’,"lfd‘_[ De‘ésc‘fing ].7 Irﬁ’g?";‘;g‘tﬂ
the biometrics features with randomly generated keys through \ )

a XOR operation. Error correction coding methods are used
to tolerance variations of biometrics features. Hao et al [7] Fig. 1. General framework of proposed method
implemented a similar scheme in an iris recognition problem.

Jeuls et al and Hao et al's methods provides rigorous securit ) o
but it is not clear how to produce exactly the same number o he fuzzy vault scheme offers attractive properties in terms

bits as the key from face images. Further, the effectiveness Gf S€curity (proven information-theoretic secure [8]), change-
using error correction codes to tolerant large variations, e.g2P!€ key (generated randomly), and flexibility (working with

face images, is yet to be studied. unordered set). It is a good candidate for biometrics based
' C%ryptographic systems. In this paper, we report our imple-

of features in terms of order. To overcome this problem, Juel?;w‘\ntatIon of fuzzy_vault in a face verification problem. A
and Sudan [8] introduced the fuzzy vault scheme. The harc}yvo factor scheme involves user dependent random mapping

ness of this scheme is based on the difficulty of ponnomiaF further introduced to address the changeability of biomet-

reconstruction problem. During enrollment, a user selects ges signal and verification accuracy issues.
polynomialf(x) and encode his cryptographic kkyinto the
polynomial’s coefficients. The encodinglottan be achieved 3. PROPOSED METHODS
by dividing k into non-overlapping chunks and mapping to
the coefficients [12]. For a given set of features R, the  This section presents the proposed methods for face based
polynomialf (x) can then be evaluated at each elemgr@ind  cryptographic key generation. Fig. 1 depicts the diagram-
store all pairs of{(x;,f(x;)),7 = 1...N} as the genuine set matic representation of the proposed solution. A set of bio-
G. The user then generate a random set of chaff @aiend  metrics features is first extracted from the user’s face images.
merge with theG set to generate the final vault. The pairsThe extracted features are then quantized and mapped to bi-
in C do not lie on the polynomial. Within the final vault, the nary representation for feature points matching. The pro-
points are not known whether they belong to Geor C. At duced binary features and the randomly generated key are
verification, only when the biometrics representation of thebound using the fuzzy vault scheme. During authentication,
authenticator has substantial overlap with the enrolled usethe cryptographic key will be correctly retrieved if the pre-
the pairs lying on the polynomial can be identified and thesented authentication face features have substantial overlap
key can be reconstructed. A few implementation works havevith the enrolled ones. The details of the proposed methods
been reported in [4][5][6] based on fingerprints. are presented in this section.

A common problem in the existing solutions is that the
key i; chgngeable, byt thg biometrics signql is not. If the bios 1 Faature Extraction
metrics signal of an individual is compromised, all the keys
generated using that biometrics signal will be compromisedn this paper, Principal Compoment Analysis (PCA) is adopted
Also, except Feng et al's work on iris, which in general hasas the feature extractor. PCA is an unsupervised learning
small variation, the other works all produce high error ratetechnique which provides an optimal, in the least mean square

The fuzzy commitment scheme requires corresponden
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error sense, representation of the input in a lower dimensional 7. The final binary features are generated by concatenat-
space. In the Eigenfaces method [13], given a training set ing the corresponding bits iby; andb,;, i.e.,b; =

Z = {Z;}%,, containingC classes with each clasg;, = [b1ibo;], i = 1......M.

{z;; }f;l consisting of a number of face imaggs, a total of

N = Zle C; images, the PCA is applied to the training set By using the proposed method, the N-dimensional face

Z to find theN’ eigenvectors of the covariance matrix, features are mapped ¥ 16-bit binary features. The usage
of two distance vectors allows for projecting the binary fea-
CL

1 i B o tures onto a square tessellation of a 2-D image plane, where
Seov = 7 Z (zij —2)(zi5 — 2) (1) by; andbs; correspond to the coordinate along x and y axes
i=1 j=1 respectively. This will improve the accuracy of feature points

wherez — NL Z?:l ch:il z;; is the average of the en- matching since the binary featube will match if and only
both by; andb,; match. Due to the randomness Rf and

R, the projection of a featurg onto the two axes are inde-

endent. The orthogonization procedure in step 2 produces

ncorrelated binary strings along each direction. Step 3 and

4 produces orthogonal vectors of different norm. This will

v = 0T (2 — 2) @) facilitate the quantization and als_o spread the l:_uir_lary features
&) * over the whole plane, therefore increase the difficulty for an

where the basis vecto® are orthonormal. The subse- adversary to conduct brute-force attack.
guent classification of face patterns can be performed in the
transformed face space.

semble. The Eigenfaces are the filst< N') eigenvectors
corresponding to the largest eigenvalues, denotell. afhe

original image is transformed to the N-dimensional face spacg
by a linear mapping:

3.3. Fuzzy Vault Encoding
3.2. Binary Mapping
N . . .. Juels and Sudan [8] proposed to use Reed-Solomon (RS) codes
Unlike fingerprints, where the coordinates of the minutia or error correction. However, it is not clear how to perform

points can be used for feature matching, the extracted PCAs decoding since the encoding algorithms of fuzzy vault is
features are a set of real numbers, and generally exact mattEBt the same as RS coding, and therefore RS decoding can
;ng IS ImDQSSIbL)e. One me’ihod Is to perform the.m'atchlnglo ot be applied to decode the vault [14]. In this paper, a similar
eature p0|r_1ts ased on closeness. _However, ItIs not cleghpeme as proposed in [5] is adopted for fuzzy vault encoding
how to define the c_Ioseness. In th'.s Paper, We Propose gy gecoding. A 128-bit random bit strikgs first generated
method to produce binary representation of face features ba ng a random number generator. The bit sthiigthe cryp-
on 2-dimensional quantizationiofthe distance vectors betweqegraphic key that needs to be protected and linked with the
the extra;:ted fea.tures. and ?aws of rgndoP”\/ecu‘Jrs. The P'Biometrics signal. To ensure correct recovery of the key from
cedure of producing binary features is as follows: the fuzzy vaultk is encoded using Cyclic Redundancy Check
1. Extract feature vectgr € R from the biometrics data (CRC). The CRC-16 polynomiad(x) = =' + 2% + 2% 41,
is used for CRC generation. By appending the 16-bit CRC to

2. Generate two random matrices of sidex M, D +  the 128-bitk, a new 144-bit codk,.,. is generated. Thik,,.
1 <M < N, whereD is the order of the polynomial s ysed for construction of the fuzzy vault.

for fuzzy vault construction. Apply the Gram-Schmidt

, ) A 8-order polynomialf(z) = cgz®+crz”+...+c1r+co,
method to transform them into orthornormal matncesiS selected for binding df.... and the binary biometrics fea-

Q, andQ,. turesb;,i = 1...M. The 144-bitk.,.. is truncated to 9 non-
3. Generate two random vectars andr, of lengthM, ~ Overlapping 16-bit segments, and each of them are mapped to
the elements of, andr, are uniformly distributed in the coefficients;, — cs. The order of the mapping should be

[0 7], wherer is a preset value. consistent for encoding and decoding of the vault. The poly-

nomial f(z) is then evaluated on each of the feature points

4. ComputeRy; = Q; - ry; andRy; = Qy, - r2i,i = x,, wherex; is an integer number corresponds to the binary
1...... M, where the Subscriptdenotes théth column featurebi_ The generated pairgxi’f(xi)%i — 1M} are

th

vector in Q;, Q;) andi** elementin (i, r). termed the genuine s& Then we generate the chaff points

5. Compute the Euclidean distance betwgeand each setC = {(aj_7bj)7j = 1:~-Nc}, whereN, > M,a; # X,
column vectors irR; andRy, dy; = |ly — Rul|? and and each pair does not lie on the polynomial, be# f(a;).
da; = |ly — Ru:|? ’ The final vault is constructed by taking the union of the two

set,G U C, and pass through a scrambler so that it is not clear
6. Quantized;; andd,; into 256 steps and map to binary which are the feature points and which are the chaff points,
bit stringsby; andbs;; {V=(pg,vx), k=1...M + N.}.
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3.4. Fuzzy Vault Decoding the fuzzy vault with polynomial of degree = 8, the proba-

) ] ) bility of havingk > 9 genuine points fall into the searching
The flecct)_dmg gf thetfr:JZZs_/ V‘:‘”It IS basid r(])_” [kJJ(_)IynorE_lal ret'vvindow (size(2w + 1)2) of an imposter can be computed
construction. An authenticator presents his binary biomet; M C MY k(1AM ok
rics featuresb?, and search for the matchings in the fuzzyaSP(H()'Hkl(;w:l)%:’f:gpk’ Whemp’“_ = ()P -p"
vault V. To tolerate errors introduced due to the noisy na@Ndp = 55z —. For example, iM = 20,w = 2, then
ture of biometrics signal, a windowing process is appliedP(Ho[H1) =1.08 x 1077 ~ 0. Therefore, by setting system
b; is divided into two 8-bit trunks corresponding to the x Parameters such that FRR=0, zero error rate can be achieved.
and y direction of the 2-D image plane. All the fuzzy vault This also explam; the changeablllty of biometrics S|gpal since
points that falls into thetw window in the image plane are €ven the same biometrics features are presente®, iR)
treated as candidate points. All the candidate points are ideq!® different, correct matching can not be obtained. Fig. 2
tified and together with their pair values in the vault formdeémonstrates the fuzzy vault matching in the projected 2-D
a setS Let K denotes the number of pairs B for the Image plane. It can be observed that the genuine and imposter

reconstruct of a polynomial of degré® all possible com- points are very well separated in the user-dependent scenario.
binations ofD + 1 points are identified, with a total num-

ber of (D{(H) combinations. Each of the possible combina- 4. EXPERIMENTAL RESULTS

tions is used to recover the polynomial using Lagrange in-

terpolating technique. For example, given an identified comTo evaluate the performance of proposed methods, we con-
bination { (11, v1), (2, v2), ..., (up+1,vp41)}, the polyno-  ducted our experiments on a well known public face databases
mial can be reconstructed ag{z) = Zg{l i(x), where ORL [1'6]. Thg ORL Qatabase contains 400 face i'mages frqm
filz) = v, HJDZTJ-# 5:;:; [15]. The coefficients in the gen- 40 subjects with 10 images e_ach. For some su_bje(_:ts, the_|m-
erated polynomial is mépped back and concatenated in tf#Ss Were taken at dnfferent tl_mes, varying the lighting, facial
expressions, and facial details. All the images were taken

same order as encoding to generate a 144-bit &(de To . . .
check the correctness of the decodikg,. is divided by the against a dark homogeneous background with the subjects
< in an upright, frontal position (with tolerance for some side

CRC polynomialg(z). If the remainder is zero, then with movement).

high probability(l N 2716.) no error occurs [5].' The crypto- In this paper, The evaluation is based on false accept rate
Eiaphm keyk can be retrieved by taking the first 128 bits of (FAR), false reject rate (FRR), and equal error rate (ERR),
ere which is defined as the operating points where FAR and FRR
are equal. The first 5 images of each subject is used as train-
3.5. User-independents User-dependent ing set as well as the gallery set, and the rest as testing set.
_ _ All the images are transformed to the PCA domain and the
The proposed method for cryptographic key generation cafyst 20 coefficients are used as face features. The mean of the
be implemented in two different scenarios: user-independenfistance vectors of the gallery set of each person is used for
and user-dependent. In the user-independent scenario, all tﬂpzzy vault encoding while the other images for decoding. An
users use the same sets of random matriBesR;), while  empirical value of- = 200 is selected for generation of norm
in the user-dependent scenario, each user is associated Witgp?]reading vectors (, r»). The experiments are performed on
distinct sets of R;, Ry). Due to the distance vectors are usedy; — 9 _ 90 number of binary features, with searching win-
and quantized as the binary features, the spatial closenessfy sizew = 1 — 5. To minimize the effect of randomness,

features from genuine users can be approximately preservegj the experiments were performed 5 times and the average
For the user-independent scenario, the discriminant charactejt the results are reported.

istics of the binary features between different users depends
on the separability of the extracted face features in terms OAI 1 User-
spatial distance. -

For the user-dependent scenario, due to the randomnelssthe user-independent scenario, all the users use a global
of (Ry, Ry) for computing the distance vectors, the probabil-set of R, R;). Table 1 details the obtained EER with re-
ity of false matching will be very small. The evaluation can bespect to different number of binary featurglsand window
performed based on hypothesis testiHg: the authenticator sizew. Fig. 3 depicts the receiver operating curve (ROC) as
is a genuine usei: the authenticator is an imposter. The a function ofM andw. It can be observed that as the win-
false accept rate (FAR) correspond®{#iy|H,) and false re- dow size increases, FAR increases and FRR decreases. This
ject rate (FRR) corresponds RfH;|H(). FAR and FRR are is because the increase wfwill introduce imposter points
related functions of system parametdvs éndw in the pro-  into the matching window. The same behavior presents as
posed system). Assume the genuine and imposter’s featutiee number of binary featuréd increase. The selected poly-
points are randomly projected onto the 2-D plane, and there isomial require 9 matched points. If the number of available
no overlap between the searching window of an imposter. Fguoints increase, the possibility of matching will increase.

independent
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Fig. 2. Demonstration of fuzzy vault matching
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W=
1 ] 2 ] 3 ] 415
9 49 38.75| 19.87 | 10.33| 10.26
10 47 24.8 | 12.18| 8.58 | 13.96
11 | 41.75| 19.04| 5.15 | 8.78 | 2.13
12 | 39.75| 13.47| 55 | 12.97| 29.51
M= | 13 | 38.26 | 10.87 | 7.83 | 15.62 | 32.47
14 | 35.76 | 11.06| 7.3 | 23.79| 36.11
15| 335 | 6.99 | 10.72| 28.44 | 38.08
16 30 5.08 | 11.71 | 32.14| 43.61
17 | 24.01| 5.65 | 16.01| 37.13| 44.31
18 | 24.81| 542 | 16.55| 36.06 | 45.94
19 | 20.52| 3.94 | 21.67 | 40.32 | 46.63
20 | 18.58 | 5.53 | 20.97 | 43.28 | 48.28

Table 1. EER (%) obtained in the user-independent scenario
with differentM andw.

In our experiments, the best results obtained in terms of
EER is 3.94%, with FAR=7.38% and FRR=0.5%Mat= 19
andw = 2. For comparison purpose, we also performed
experiments using the same 20 PCA features in a verifica-
tion scenario. Euclidean distance is used as the metric, and
the classification is based on nearest neighbors. The experi-
ments produces an EER of 6.25%. Itis clear that the proposed
method produces promising results.

4.2. User-dependent

In the user-dependent scenario, each user is associated with a
specific set of R, Ry). These can be linked with a password
or stored in a token. Table 2 details the obtained EER with
respect to different number of binary featuMsand window
sizew. By properly settingVl andw, the proposed two-factor
scheme is capable of producing zero EER.

There are two scenarios that need to be considered for a
two-factor scheme: stolen password (token), and stolen bio-

2007 Biometrics Symposium
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